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FROM THE EDITOR
Contraband – whether drugs, weapons, 
cellphones or other prohibited items – continues 
to plague correctional facilities across the 
country. 

Detection and confiscation of contraband can 
prevent drug abuse, violence and further criminal 
acts behind bars. Less contraband also means 
less risk of costly illness and injury to inmates and 
corrections staff alike.

Stopping the flow of smuggled items requires 
a layered strategy that employs a combination 

of screening technology and multiple steps and 
checkpoints to help thwart smuggling and keep 
officers and inmates safe. 

In this eBook, you’ll learn why a layered 
screening strategy is so important and how 
X-ray and trace detection can help your facility 
plug holes, as well as practical tips for screening 
people and parcels.

– Nancy Perry, Corrections1 Editor-in-Chief

Sponsored by

ABOUT THE SPONSOR
Smiths Detection is a global leader in threat 
detection and screening technologies for the 
military, air transportation, homeland security, civil 
protection and emergency response markets. We 
offer a diverse range of contraband screening 
systems designed to be reliable, effective and 
easy to operate while offering longevity and low 
maintenance. Within the corrections and law 

enforcement markets, our products are used to 
screen inmates, visitors, baggage and deliveries 
for contraband, illegal items and hazardous 
materials. Our experience and history across 
more than 40 years in business enables us to 
provide unrivalled levels of expertise to detect 
and identify constantly changing threats, as well 
as weapons, contraband and narcotics. 
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WHY A  
SCREENING STRATEGY 
IS CRITICAL FOR 
STOPPING CONTRABAND

WHY A  
SCREENING STRATEGY 
IS CRITICAL FOR 
STOPPING CONTRABAND

LAYERED 

To keep drugs, weapons and other disruptive items out of 
your facility, first identify gaps in your screening process, then 
adopt a variety of policies and tools to plug the holes.

Contraband remains an ongoing problem for jails 
and prisons. Illicit drugs, weapons, cellphones 
and other prohibited items disrupt the safety and 
order of the correctional environment, as well as 
cause illness and injury. Drugs are a particular 
challenge, because they can be easily concealed 
and cause overdoses, leading to costly outcomes 
for the jail or prison. 

Expenses that can be traced directly from 
narcotics smuggled behind bars include medical 
costs for inmates who overdose and must be 
hospitalized, plus the personnel cost – usually 
overtime – for officers who must stay with the 
inmate at a medical facility. Officers also may 
be sickened by a dangerous drug like fentanyl 

or get hurt in a fight started by inmates under 
the influence, leading to lost time and medical 
expenses from worker’s compensation.

Maintaining safety and order are top priorities  
for any correctional facility, and a layered  
strategy with multiple screening methods is 
needed to keep out contraband and avoid  
such costly incidents. 

“Layering is everything,” said Charlie Patterson, 
a retired law enforcement officer and founder 
of Access Control Systems, a vendor and 
consultancy specializing in X-ray and trace 
detection technology. “It’s a system of systems in 
a correctional facility.”

LAYERED LAYERED LAYERED 

https://go.lexipol.com/?target=lnk_b3jnlmM2WNf6pWBF
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Start by identifying the problem
First, Patterson advises, identify the specific 
problems at your facility and the weaknesses 
inmates are exploiting to sneak in drugs and 
other contraband. Once you’ve identified a 
conduit, such as the mail, visitors or even staff, 
start looking at your screening procedures –  
how do they overlap or intersect? What can  
be changed to make your screening process 
more thorough? 

Keep in mind that whatever changes you make 
will affect other elements of your screening 
process. Patterson likens it to a chain of 
dominoes – when one procedural element 
changes, look ahead to the changes that must  
be made elsewhere to help plug any holes.  
Think of your screening process like a stack of 
Swiss cheese – you want to develop multiple 
protocols so that the holes in one layer are 
blocked by the other layers.

But multiple layers doesn’t have to mean more 
staff time spent on screening. With the right 
tools, COs can perform these critical searches 
within minutes – and technology enables a more 
thorough screening than visual inspection alone.

Screening individuals: X-ray  
body scanner
A key point to stop contraband before it even 
gets inside is inmate intake. An X-ray body 
scanner can help speed up the process while 
also providing a more thorough search than a 
manual inspection. County jails across the nation 
have seen great success with  
this approach.

For example, Sheriff Randy Retter in Wayne 
County, Indiana, recognized that drugs  
concealed in or on the body at intake was a 
significant problem. The Wayne County Jail 
adopted the Smiths Detection B-SCAN full-body 
X-ray scanner in late 2019. 

A deputy examines a body scanner X-ray image as an inmate is screened. The sheriff in Wayne County, Indiana, installed the 
B-SCAN from Smiths Detection to help keep drugs and contraband out of the jail. 
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The images, akin to those produced by medical 
X-ray machines, show all the body organs – as 
well as items hidden inside body cavities – and 
allow a much more thorough yet hands-off 
search than a manual inspection. COs inspect 
the images for obvious contraband, as well as 
anomalies to investigate further with a  
secondary screening.

Wayne County’s jail commander, Captain Andrew 
Abney-Brotz, says it takes less than five minutes 
to execute a careful scan of each incoming 
inmate with the B-SCAN once they’ve removed 
everything from their pockets. 

“We really encourage our staff to pay attention  
to the scan so they don’t rush through it, and  
they know what to look for,” he said. “But less 
than five minutes total we’re in the scanner room, 
and we then come in and do the actual booking 
inside the jail.”

Benefits of a body scanner:  
Prevention and more
Simply adding a body scanner or other detection 
equipment to your intake screening can go a 
long way toward stopping the smuggling of 
contraband. Sheriff Retter made a concerted 
effort to spread the word about the body scanner, 
inviting local media to tour the jail and check out 
the B-SCAN and sharing the news on the county’s 
social media outlets. It has definitely been a 
deterrent, he says.

“Prevention was a key strategy for this,” he said. 
“My main effort was that the deterrent factor was 
going to be as big a factor as just the machine 
itself. The publicity would discourage them from 
even trying it.”

As noted previously, a body scanner can also 
greatly reduce the need for hands-on searches 
– an unpleasant and often risky task, especially 
during the COVID-19 pandemic. While a body 
scanner doesn’t necessarily eliminate the need 
for physical pat-downs or cavity searches, it does 
go a long way toward minimizing them. 

Screening items: X-ray and  
trace detection
But searching an individual’s person is not 
enough. All of their possessions – in fact, 
everything that comes into the facility – must  
also be screened very carefully, whether by  
X-ray or by hand. Visitors, staff, supply deliveries 
and especially the mail are all critical areas  
for inspection.

“Mail-in packages are the Pandora’s box, if you 
will,” said Patterson. “I don’t know that there 
exists a single solution or single process solution 
that works for all facilities in all cases.”
Again, a layered, multi-step process plays a 
critical role. Segregating mail and deliveries for 
screening in an off-site warehouse before they 
enter the facility is one strategy. In Wayne County, 
jail staff screen the mail and scan incoming 
correspondence into an electronic kiosk system 
so the inmates can receive messages without 
receiving the physical pieces of mail, but not 
all jurisdictions allow this, and multiple lawsuits 
argue that access to mail is a basic civil right. 

On-site screening approaches may include K-9s, 
X-rays and trace detection. These tools can help 
officers screen incoming mail, deliveries and 
belongings and then isolate suspicious items 
without creating a backlog. X-rays can help COs 
spot suspicious objects, and trace detection 
tools make it easy to screen for trace amounts of 
narcotics, as well as identify what substances are 
present for evidentiary purposes. 

But none of these tools or strategies is a silver 
bullet, cautions Patterson. 

“Just because you swab someone’s hands and it 
comes up with a hit does not necessarily indicate 
that the individual handled narcotics. They could 
have pushed or grabbed the door handle and 
the person before them had it on their hands, so 
there’s cross contamination,” he said. “But they’re 
all tools, and that’s where your procedures and 
staff training are most important.”

https://go.lexipol.com/?target=lnk_imb4wfqs3YdV15sc
https://go.lexipol.com/?target=lnk_ecdsVT4k8wiwZ7iL
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Train to maximize your investment
Technology provides a helping hand, but it only 
does so much. It takes careful planning to create 
effective screening procedures and thorough 
training to ensure that corrections officers can 
make the most of the tools available.

“There’s no single technology that will do 
everything for a facility, and that goes for all types 
of facilities,” said Patterson. “It truly is a system 
of systems. You have to have everything from 
policies and procedures to the technology, and 
most importantly – and often what’s lacking more 
than anything – is the officer’s skillset and training 
that goes along with that technology.”

Look for a vendor that provides training, he says. 

“Smiths Detection has an awesome training 
platform for all of their equipment. When we 
place equipment at the facilities, we work very 

closely with Smiths to provide officer training,” 
said Patterson. “Unfortunately, training is the 
thing that is least funded, and that goes across 
the board in law enforcement. Technology or 
training oftentimes – if it’s done at all – it’s one 
and done. There’s no refreshers or retraining.”

On-the-job learning is not uncommon, he adds, 
but it’s critical to start with proper training to get 
the most out of the investment in screening tools. 
Sheriff Retter agrees. 

“In order for any piece of equipment to be 
effective, the operators have to be proficient on 
it,” he said, “and just like any device, this machine 
is only as good as the operator.” 

Wayne County jail supervisors and command 
staff completed two eight-hour days of training 
after adopting the B-SCAN so then could in turn 
train their staff. The training covered what to 
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look for and where to look – especially the most 
common hiding areas – as well as the level of 
radiation used and other information needed to 
pass a certification exam. They also covered how 
to differentiate between various shapes that an 
officer might see on an X-ray image and how to 
tell contraband from ordinary waste or gas.

“One of the most interesting things I took away 
from the training is the way the body puts a 
mucous membrane around a solid object to help 
move it through the intestinal tract,” said Abney-
Brotz. “You can manipulate the lighting of the 
X-ray and the function, and there are different 
filters where you can invert the image and more. 
There are definitely different ways to look at the 
image, and knowing what to look for is key.”

Corrections staff must be screened, too
All of the above screening methods must also be 
applied to facility staff. Temptation can be a real 
threat, and inmates are always on the hunt for a 
weak link. 

“You must perform the screening thoroughly, 
properly, and you must screen everything,” said 
Patterson. “Nothing should be exempt from 
screening because you just don’t know. There 
is huge motivation, especially with narcotics, for 
correctional staff to do bad things.”

According to a report by the Texas Tribune and 
the Marshall Project, contraband has actually 
increased in the state’s correctional facilities 
since the pandemic lockdown – meaning that 
staff, not visitors, are bringing in the drugs. 

“My advice as you start to plug those holes 
is to train your staff to be aware of inmate 
manipulation,” said Abney-Brotz. “I’ve seen it 
happen, and you need to train your staff to be 
on the lookout because those inmates are going 
to try to use staff as a last avenue to try and get 
contraband into the jail. A, they feel it’s easy to 
do, and B, they know that staff member is not 
going to say anything because they’re in fear of 
getting arrested or losing their job.”

https://www.texastribune.org/2021/03/29/texas-prisons-drugs/
https://www.texastribune.org/2021/03/29/texas-prisons-drugs/
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Retter agrees that a layered approach that 
doesn’t include staff screening is incomplete.

“The inmates realize that the only thing that 
comes and goes out of this facility on a regular 
basis are the employees, so that’s why they 
target the employees,” he said. “Manipulation 
of the staff by the inmates is a real issue and 
something that we need to make them aware of 
and train them on routinely.”

It’s important to continuously reconsider your 
facility’s policies and procedures and make 
adjustments to stay on top of changing inmate 
strategies, adds Patterson. Inmates are endlessly 
inventive and have nothing better to do than 
think up ways to thwart your screening efforts.

“People continue to get more intelligent on how 
they could get their contraband into the facility, 
so we continue our search to find ways that we 
could tighten up those areas that they’ve found 
to get past our security measures,” said Retter. 

An ongoing battle
Contraband is never going to completely go 
away, warns Patterson, but anything you can 
do to minimize it will help – and every layer of 
screening makes it less likely that something will 
slip through.

“It’s no longer good enough to do one or two 
things when it comes to screening in your facility,” 
he said. 

He strongly advises corrections administrators 
to build a layered screening strategy and adopt 
tools to support it.

“I sing the praises of the body scanning device. 
It’s been one of the biggest positives that I’ve 
done in my jail since I took office a couple of 
years ago,” he said. “By building this layered 
approach, it protects your staff to a greater 
degree, and it protects our community.”
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Contraband causes serious problems when it 
enters a prison or a jail, disrupting the order  
and endangering everyone, from inmates to  
staff to visitors.

“Contraband coming into a prison affects a lot 
of things: safety, medical costs, drug issues, 
manpower, everything. That’s why it’s so 
important,” said Gary York, a retired Florida 
senior prison inspector and current Corrections1 
columnist. “Inmates with contraband are the most 
powerful and the most dangerous.”

Contraband can also create expensive liabilities, 
such as drug overdoses, violent attacks and even 

escapes that disrupt public safety and  
drain budgets.

“Every overdose that takes place costs the 
agency thousands and thousands of dollars,” said 
York, “so if you could stop any amount of drugs 
from coming into your prison, you’d save your 
agency some money.”

Here are three best practices for screening and 
key tools to keep contraband under control, 
both by finding illicit items that might already be 
present and by preventing it from getting into 
your facility in the first place.

Inspect inmates coming into the 
facility, every time

Screening every person – inmate, staff or visitor 
– who comes into your facility is a must. How 
you go about those searches is up to you. Many 
facilities rely on labor-intensive strip searches 
to screen inmates. These must be conducted 
consistently on every inmate going out or coming 
in, every time.

WAYS TO KEEP CONTRABAND 
UNDER CONTROL WITH 
DETECTION TECHNOLOGY

Apply tools like X-ray 
scanners and trace detection 
in a layered approach to 
prevent illicit items from 
slipping through the cracks.

3

1

https://www.corrections1.com/escapes/
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An X-ray body scanner, like the B-SCAN from 
Smiths Detection, is an easy way to address 
the three key pitfalls of this method, because a 
scanner allows faster and less invasive searches 
but provides a more thorough, detailed image 
that includes visibility into body cavities.

A body scanner also allows you to screen visitors 
and employees thoroughly and quickly, without 
invasive measures. And the scanner can pick 
up hidden objects, such as a small bag of drugs 
tucked in a crevice or cavity, not just the metallic 
items picked up by metal detectors and wands.

“The big advantage of the B-SCAN is that it can 
look inside the body. A number of things are 
smuggled in body cavities, so the B-SCAN allows 
prison officials to look inside the body without 
having to do an invasive type of search.” said Dr. 
Chris Weber, principal of training firm “Dr. Hazmat 
Inc.” and a former technical solutions engineer 
with Smiths Detection. “The more invasive a 
search, the more dangerous it is to the operator.”

A body scanner is not a magic bullet, cautions 
York. Before you buy a body scanner, he advises, 
be sure the provider offers detailed training 
so that officers who will perform the scans can 
learn to recognize items, such as a razor blade 
wrapped in plastic and tucked into a body  
crevice or cavity.

“You must remove that inmate and do a physical 
strip search to ensure that mass is not a weapon,” 
said York. “Proper training is the key to running 
that machine, and if you’re trained properly and 

combine it with physical searches, this will help 
greatly in the reduction of contraband.”

York recommends inspecting scanner images  
by quadrant to maintain focus, just like a 
cell search, so you can examine each area 
thoroughly. Don’t forget to check prosthetics, 
wheelchairs and crutches – these are common 
contraband hiding places that can be searched 
easily with a body scanner.

In addition to the body scanner, York says all 
visitors and employees should be required to 
pass their belongings through an X-ray machine.

Similar to entry points at courthouses and 
airports, correctional facilities can screen bags 
and other belongings – as well as mail and 
deliveries – quickly and thoroughly with an  
X-ray machine like the HI-SCAN 6040i from 
Smiths Detection.

“We have a lot of cases every year where staff 
bring contraband into the prison,” said York, 
“so if we’re going to work that hard to keep the 
inmates from bringing in contraband, we have to 
work that hard on the visitors and staff as well.”

Search cells often and at random 
with technology

Cell searches and shakedowns are critical  
in the battle against contraband, says York,  
citing the 2015 “Escape at Dannemora” as  
the perfect example.

“The cell block where those two murderers 
escaped from hadn’t had cell searches for six 
months,” York said. “Agencies and supervisors 
really must ensure that cell searches are done 
daily, on a random basis. You have to have cell 
searches to keep inmates on their toes and let 
them know we’re serious about contraband.”

When you do find contraband drugs, it’s 
important to know what you’re dealing with, 
both for officer safety and to understand how to 
respond appropriately.

Screening every person 
– inmate, staff or visitor – 
who comes into your facility 
is a must. How you go about 
those searches is up to you.

2

https://go.lexipol.com/?target=lnk_DNGQWPEUALtWpjZp
https://go.lexipol.com/?target=lnk_DNGQWPEUALtWpjZp
https://go.lexipol.com/?target=lnk_q88bao6gJvQ5hwkA
https://go.lexipol.com/?target=lnk_q88bao6gJvQ5hwkA
https://www.corrections1.com/escapes/articles/482134187-Dannemora-The-real-story-behind-the-escape/
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“Being overprotective costs money in personal 
protective equipment and time for the training 
involved,” said Weber. “And then, because today’s 
drugs are often more dangerous, the disposal 
costs can increase as well. So knowing what 
you’re dealing with, No. 1, reduces the cost of the 
response, and also, if there is an exposure, we 
need to figure out what they were exposed to and 
document that for OSHA.”

Weber says it’s also helpful for corrections 
administrators to know what substances people 
are trying to smuggle in so they are aware of the 
possible exposures and effects.

“Knowing what’s coming in can help you train  
and protect your officers, even in their routine 
duties, to know what behavior to expect out of 
prisoners,” he said.

This is where a portable trace detection tool like 
the IONSCAN 600, ACE-ID or Target-ID can come 
in handy. These tools can detect various drugs, 
and illicit narcotics like fentanyl. If contraband is 
suspected, even if it is unseen to the naked eye, 
COs can swab hands and belongings using the 
IONSCAN 600 to find out if an individual or object 
has been in contact with drugs. The ACE-ID, on 
the other hand, can scan through plastic bags and 
bottles to minimize the handling of substances, 
and the Target-ID can be used to identify a sample 
through non-destructive testing.

Each of these tools includes a library of potential 
results for rapid, definitive response.

“The more opioid analogs you have in the library, 
the better you’re going to be able to identify 
them,” said Weber.

And if a substance shows no match to the 
data in the library, Smiths Detection offers its 
ReachBackID technical support service for further 
analysis. Users can expect a verbal response 
within an hour, says Weber, and a full written 
report within 24 hours.

“Having that information on scene is really critical,” 
he said. “Correctional facilities are realizing that 
the handling of some of these materials can be a 

If contraband is suspected, COs can use 
trace detection tools to detect or identify illicit 
narcotics. Swab hands and belongings using 
the IONSCAN 600 (1) to find out if an individual 
or object has been in contact with drugs, or use 
the ACE-ID (2) to scan through plastic bags and 
bottles. The Target-ID (3) can be used to identify 
a sample for evidentiary purposes.   

1

2

3

https://go.lexipol.com/?target=lnk_ysseIHZT1EhfMvVC
https://www.corrections1.com/fentanyl/
https://go.lexipol.com/?target=lnk_imb4wfqs3YdV15sc
https://go.lexipol.com/?target=lnk_x3JefcLNylaAPGE0
https://go.lexipol.com/?target=lnk_ecdsVT4k8wiwZ7iL
https://go.lexipol.com/?target=lnk_e49mXIQgluv2p0tI
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risk to correctional officers, so that identification 
piece becomes more important.”

Catch more contraband with 
a layered approach

Ultimately, says York, the more ways you  
search, the better.

“If the inmates see you using a tool besides just 
your pat-downs and strip searches, they know 
we’re really watching and trying to do our job 
right,” he said.

When you use varied methods, including 
conventional X-ray and trace detection, says 
Weber, you have a complete screening solution.

“You have the X-ray that can look in bags, purses, 
etc. You have the B-SCAN that can look at the 

people coming in. Then you have the IONSCAN 
that can do a secondary check to make sure we 
didn’t miss anything at trace levels. And then 
if you do find something, you have the ACE-ID 
that can look through a translucent container 
and identify a material and the Target-ID if you 
have an unknown substance that needs to be 
tested,” he said. “So, put together, you have a 
multilayered approach going from non-invasive to 
trace, to identify bulk materials.”

Weber likens contraband screening efforts to 
a dam or dike: “You can have the best dam or 
protection, but if there’s a hole somewhere, the 
water’s going to find a way to get through. The 
more complete your approach is, the better off 
you’re going to be.”

3
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Transmission X-ray body scanners, like the Smiths Detection B-SCAN, are particularly useful in correctional facilities because 
they can visualize contraband ingested and concealed in the digestive system, between toes and in other body cavities. 

4 WAYS X-RAY 
TECHNOLOGY CAN IMPROVE 
YOUR SCREENING PROCESS

14HOW TO BUILD A LAYERED CONTRABAND DETECTION STRATEGY
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Correctional facilities deal with unique security 
challenges, and each site has its own list of 
prohibited items considered a threat to the safety 
and security of inmates, visitors and staff.

Improved X-ray technology can help COs 
enhance and accelerate their efforts to detect 
drugs, weapons, cellphones and other prohibited 
items concealed in or on an inmate’s body or in 
a visitor’s belongings. X-ray detection is not a 
magic bullet for catching contraband, but it can 
be of tremendous help in the process and is most 
successful as part of a layered screening strategy.

More thorough: X-ray screening  
provides a closer look

Traditional means of conducting searches and 
inspections, such as manual bag searches and 
pat-downs, are vital to the screening process, 
but they can’t provide the same level of 
thoroughness that X-ray screening can.

Not all scanners are created equal, however. 
Transmission X-ray body scanners, like the Smiths 
Detection B-SCAN, are particularly useful in 
correctional facilities because they can visualize 

contraband ingested and concealed in the 
digestive system, between toes and in other 
body cavities.

Until they added the B-SCAN to the intake 
process in 2015, correctional authorities in 
Essex County, Massachusetts, were frustrated 
by the inmates’ ability to smuggle in drugs, 
especially heroin and Suboxone opioid strips. 
Aaron Eastman, corrections superintendent for 
the Essex County Sheriff’s Department, says the 
scanner fits seamlessly into the facility’s existing 
intake process.

“It’s made the staff safer, it’s made the inmate 
population safer, it really has made the entire 
facility safer, and that’s our ultimate goal,” he said. 

More effective deterrent: Discourage 
inmates from smuggling contraband 
in the first place

Now that they’re aware of the scanner, Essex 
County inmates have begun shedding their 
contraband on the way to the facility.

“It’s definitely a deterrent,” said Eastman. “Every 
inmate knows that they’re going through the 
body scanner. Obviously, you want to find 
contraband on the inmates, and you want to take 
it further with the criminal charges, but as long as 
it’s not entering your facility, you’re winning, and 
that’s what you have to keep in mind.”

The Smiths Detection B-SCAN system can be 
configured with image store and load capability, 
as well as offsite assessment and remote 
operator options. A facility can also save every 
image for comparison. For example, if an inmate 
has reconstructive surgery or leaves the facility 
for a court date, COs can inspect the new scan 
against the previous scan for any suspicious 
changes that might indicate contraband.

X-ray detection can help you screen more thoroughly and 
efficiently to catch dangerous contraband before it enters 
your facility.

“It’s made the staff safer, 
it’s made the inmate 
population safer, it really 
has made the entire facility 
safer, and that’s our 
ultimate goal.” — Aaron 
Eastman, Essex County 
corrections superintendent

1

2

https://go.lexipol.com/?target=lnk_DNGQWPEUALtWpjZp
https://go.lexipol.com/?target=lnk_DNGQWPEUALtWpjZp
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More efficient: X-ray screening is 
faster than manual methods

X-ray scanners also improve efficiency at security 
checkpoints by enabling COs to screen multiple 
items and people in the time it would take to do 
just one manually. The Smiths Detection B-SCAN 
system produces a high-resolution head-to-toe 
image of the person under review in a single 
pass, which takes just seven seconds. When 
a suspicious item is detected, that item can 
be flagged for additional screening or manual 
inspection, or the person can be placed in a dry 
cell for observation.

Facilities looking to enhance visitor screening 
may implement an airport-style X-ray system 
instead of manual bag searches for faster, more 
thorough and efficient inspection of personal 
belongings. For example, the Smiths Detection 
HI-SCAN 6040i scans items on a conveyor belt 
and generates detailed images of the contents, 
enabling COs to quickly discern the presence 
of materials such as possible explosive devices, 
weapons, drugs, food, money or any other items 
that may be deemed contraband.

More safety for COs: Less 
demand for strip searches, 
lower radiation exposure

In addition to these benefits, X-ray inspection can 
also provide a non-invasive alternative to time-
consuming strip searches, which are many a CO’s 
least-favorite duty. Aside from the potential ick 
factor, pat-downs and strip searches can place 
COs at a physical disadvantage, as they require 
close proximity that exposes officers to hands-on 
attacks by inmates. X-ray systems can provide the 
same level of information without the need for 
physical contact, improving officer safety.

Improvements in technology also mean that 
radiation exposure from transmission X-ray 
body scanners is much lower than in previous 
generations. A low-dose unit like the Smiths 
Detection B-SCAN delivers an X-ray dose to 
the person being scanned that is equivalent to 
eating a single banana. This is approximately 1 
percent of the average person’s daily exposure 
to radiation. The company also provides a 
software program that allows users to track how 
many times inmates are scanned to help them 
comply with the regulation. Full scan records 
of any individual are automatically maintained 
that ensure safe operation and compliance with 
annual scanning limits.

It only takes one person successfully smuggling 
in one item to wreak havoc within a secured 
facility. By allowing COs to see objects within 
baggage and bodies that they would otherwise 
not be able to see or feel through traditional 
screening methods, X-ray technology provides 
a crucial layer of security. Using X-ray inspection 
systems in conjunction with other screening 
methods can give your facility a greater chance of 
keeping contraband items out while maintaining 
operational efficiency.

Facilities looking to enhance visitor screening may 
implement an airport-style X-ray system instead of manual 
bag searches for faster, more thorough and efficient 
inspection of personal belongings. 
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https://go.lexipol.com/?target=lnk_q88bao6gJvQ5hwkA
https://go.lexipol.com/?target=lnk_q88bao6gJvQ5hwkA
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HOW A COMMON AIRPORT 
SCREENING TOOL CAN 
CATCH DRUGS BEHIND BARS

By wiping an inmate’s hands or belongings, COs 
using the IONSCAN 600 can determine if the 
inmate has been handling narcotics.
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The opioid crisis is affecting nearly every 
corner of America. Correctional facilities are 
no exception. Inmates and their associates are 
endlessly inventive when it comes to smuggling 
drugs and other contraband items into jails and 
prisons. Behind bars, these substances can be 
incredibly disruptive, as well as dangerous to the 
health of inmates and staff alike.

Keeping order and safety is paramount for 
corrections administrators. Thorough screening 
and search processes are necessary to prevent 
contraband from entering a facility, as well as 
to detect and confiscate drugs that do manage 
to make their way behind bars. A variety of 
strategies and technologies, such as trace 
detection, can help corrections officers perform 
more efficient and effective searches for 
contraband drugs.

Apply airport-style screening tools
If you’ve passed through security at an airport, 
you’ve probably seen the detection method 

where hands and bags are wiped with a small 
swab that is then scanned for traces of explosives 
or other prohibited substances. This same 
method of trace detection can provide a simple, 
noninvasive way to find out if inmates have  
been handling illicit substances such as 
Suboxone or fentanyl.

The IONSCAN 600 from Smiths Detection is  
one tool for accomplishing these kinds of  
scans. The unit can detect a wide range of 
narcotics, including opioids, and it is sensitive 
enough to distinguish between different  
varieties of the same drug, including heroin  
and fentanyl analogues.

“Trace detection is one of the most reliable 
technologies used to intercept the passage of 
illegal substances throughout the world,” said 
Stephen Esposito, a consultant and former Smiths 
Detection executive. “Now, with the growing risk 
of fentanyl exposure, it also provides a layer of 
protection against accidental contact with it.”
Originally designed to detect explosives, the 

Trace detection with a tool like the IONSCAN 600 provides an additional layer of screening to help correctional facilities keep 
dangerous drugs from finding their way behind bars and into inmates’ hands. 

https://go.lexipol.com/?target=lnk_imb4wfqs3YdV15sc
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IONSCAN 600 requires little training to operate 
effectively. Simply wipe an inmate’s hands or 
belongings with a disposable swab, then insert 
the swab into the unit to determine if the inmate 
has been handling narcotics. The unit comes with 
USB connectivity or an optional built-in printer to 
provide a tangible record of results.

Analysis can be done at key points of entry for 
contraband, such as after visitations or when 
inmates re-enter the facility after work release or 
other transports. The swabs also can be used to 
swab and analyze cell contents, mail, deliveries 
and visitors’ hands or belongings.

Improve safety for corrections staff
Trace detection that uses swab analysis can 
improve safety for corrections staff in addition 
to helping you catch smugglers. Exposure to 
potent narcotics, particularly fentanyl and its 
analogues, is a growing concern for COs. When 
trace particles of fentanyl become airborne, a 
CO can inadvertently breathe in the particles 
and experience respiratory arrest or other life-
threatening overdose symptoms. 

By analyzing the surfaces of suspicious 
containers and personal belongings before 
they are opened, trace detection can help a CO 
determine if there is a hidden danger inside. 
Wearing personal protective equipment in 
accordance to your facility’s procedures can 
further reduce the potential for exposure.

“While the IONSCAN 600 utilizes advanced 
algorithms to analyze the chemical identity of 
trace particles, the operator of this system does 
not need to be a Ph.D. chemist,” said Simon 
FitzGerald, former senior product manager at 
Smiths Detection. “In fact, he or she doesn’t need 
to have any knowledge of chemistry.” 

Once the operator swabs an object or surface, 
the swab is simply inserted into the system by 
following on-screen prompts, and the screen 
displays the results within seconds, adds 
FitzGerald. When a threat is detected, the  
screen turns red and indicates that a threat  
has been found. 

Improve efficiency of searches
Even the most thorough manual searches may 
miss items concealed inside the body. Trace 
detection can help COs search more efficiently 
by identifying inmates for follow-up. The 
IONSCAN 600 returns results within seconds 
for quick decision-making. This means COs can 
focus on those individuals determined to have 
been handling illicit drugs and reduce the time 
spent searching other inmates.

At 24 pounds, the unit is portable, and it can  
be operated on battery power for added  
mobility. This makes it easy to move around a 
facility to where it’s needed at any given time.  
For example, the unit can be kept in the inmate 
intake area but positioned at the visitors’ 
entrance during visiting hours.

Keeping order and safety behind bars is crucial 
for corrections administrators, and thorough 
screening and search processes are necessary  
to prevent contraband from entering or 
circulating within a facility. Trace detection 
with a tool like the IONSCAN 600 provides an 
additional layer to help correctional facilities keep 
dangerous drugs, such as Suboxone, heroin or 
fentanyl, from finding their way behind bars and 
into inmates’ hands.

Even the most thorough 
manual searches may miss 
items concealed inside 
the body. Trace detection 
can help COs search more 
efficiently by identifying 
inmates for follow-up.
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Mailrooms in correctional facilities require 
thorough screening, because even the smallest 
or seemingly most innocuous items can be very 
dangerous when placed in the wrong hands.

Weapons and cellphones pose serious safety 
challenges to correctional facilities. For example, 
the high-profile Clinton Correctional Facility 
escape in Dannemora, New York, in 2015 was 
facilitated by tools smuggled in hamburger meat.

Drugs are perhaps an even greater threat. In 
some prisons, the amount of narcotics behind 
bars has tripled in the last decade. Inmates can 

FIGHT THE FLOW OF 
CONTRABAND BY SECURING 
MAIL AND DELIVERIES

Modern detection and 
identification technologies 
can help COs detect and 
isolate suspicious  
goods and packages.
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receive drugs smuggled in deliveries, greeting 
cards or even something as outwardly innocent 
as a child’s drawing. Often, the envelopes for 
these items conceal drug patches or have been 
soaked in illicit substances.

Further, false positives or fake threats, such as 
an unidentified white powder or a suspicious 
object in a package, not only interrupt the flow of 
mail, they can also result in costly investigations, 
difficult lockdowns and diverted personnel. These 
events disrupt other important daily procedures.

The right tools for the job
Opening and searching every package by hand is 
not feasible or cost-effective. In addition, hidden 
weapons and unknown substances pose a 
significant safety threat to correctional workers as 
well as to inmates. How can correctional facilities 
 
efficiently discern a real threat from a false one 
and fight the flow of illicit contraband and drugs?

Various detection and identification technologies 
can help officers discover and isolate suspicious 
goods and packages. This capability helps keep 
threats out without impeding daily operations or 
interrupting the flow of mail and other deliveries. 
These tools enable corrections facilities to quickly 
and easily screen for drugs and other contraband 
hidden in packages, envelopes, laundry, trucks or 
even produce.

Particularly in larger facilities, a layered 
approach of X-ray, trace detection and chemical 
identification works best to keep contraband 
from getting behind bars. For example, X-ray 
technology can see into break-bulk items, 
envelopes and small packages, and it can even 
be used to screen vehicles.

X-ray screening
An X-ray system can be used by a mailroom 
operator to screen and clear mail parcels quickly 
and accurately, without requiring further scrutiny. 
A system that yields high-resolution images can 
reduce false alarms and those instances in which 
an operator needs to open a letter, parcel or crate 
for further scrutiny.

For example, the HI-SCAN 100100V-2is from 
Smiths Detection provides both a horizontal and 
a vertical view for a thorough screening of bulk 
shipments, reducing the need to examine items 
multiple times, open boxes or sift through food for 
manual inspection. The HI-SCAN 5030C, a much 
smaller X-ray inspection system, can quickly 
screen letters and smaller packages to discover 
contraband that can be seized and confirmed by 
a manual search.

In addition, larger vehicle scanners, whether fixed 
or mobile, can provide a complete view of what 
a truck or car is bringing into a facility, including 
interior and exterior contents.

Should a package or vehicle be deemed 
suspicious from X-ray screening, the contents can 
be confirmed using another method of detection 
or identification.

Trace chemical detection and testing
Several technologies test specifically for chemical 
markers to help identify unknown substances. Ion 
mobility spectrometry, Fourier transform infrared 
spectroscopy (FTIR) and Raman spectrometry 
are key technologies for the detection and 
identification of trace amounts of narcotics, toxic 
chemicals and explosives.

Detection and identification 
technologies enable 
corrections facilities to 
quickly and easily screen for 
drugs and other contraband 
hidden in packages, 
envelopes, laundry, trucks 
or even produce.

https://go.lexipol.com/?target=lnk_RskkArU1DpNwM0Qe
https://go.lexipol.com/?target=lnk_vk8GPn7pKofVnXiv
https://go.lexipol.com/?target=lnk_CUtmy69MJuUiCRE8
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Smiths Detection offers a variety of 
detection tools using these technologies:

Target-ID, a hand-held narcotics detection 
and identification system, uses FTIR to 
provide identification results within seconds 
and is programmed with a library of up to 
2,500 narcotics, precursors, cutting agents 
and common chemicals.  

 

IONSCAN 600 is a desktop unit that 
uses ion mobility spectrometry to analyze 
disposable swabs for trace particles of certain 
substances, such as homemade explosives 
and many narcotic compounds. 

The hand-held ACE-ID uses Raman 
technology to provide non-contact analysis 
so that suspect solids and liquids do not have 
to be handled. Materials can be identified 
through translucent and semi-translucent 
containers such as plastic and glass. 

In the correctional environment, even the smallest 
threat neutralized can save lives. Investing in 
mail threat detection and identification tools 
can dramatically improve a facility’s awareness 
of contraband to prevent it from getting inside, 
where incidents can turn costly, quickly, from both 
a safety and a financial perspective. 

Numerous technological solutions are available 
to help facilities achieve better security at all 
points of entry. Through a layered approach to 
screening of mail and deliveries, a wider range of 
threats can be detected and identified to increase 
safety without interrupting operations.

In the correctional 
environment, even the 
smallest threat neutralized 
can save lives.

https://go.lexipol.com/?target=lnk_ecdsVT4k8wiwZ7iL
https://go.lexipol.com/?target=lnk_imb4wfqs3YdV15sc
https://go.lexipol.com/?target=lnk_x3JefcLNylaAPGE0
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Contraband is a constant challenge for 
correctional facilities, and visitors often try to 
sneak “goodies” to inmates. There are various 
strategies and tools to help thwart these 
activities, but many of them are time-consuming 
and require a level of focus that can be difficult 
to maintain throughout an eight-hour shift, 
especially if you’re short-staffed.

So what additional measures can 
correctional facilities take to shut down 
this route for smuggling?

Here are three key strategies for screening 
visitors to help catch more contraband before 
it gets inside secured areas. All three are non-
invasive, which means time-consuming physical 
pat-downs or rummaging through belongings 
are needed only as secondary measures for 
further investigation.

Look inside visitor belongings with 
X-ray screening

Think of airport security, where every bag is 
subject to X-ray inspection. TSA agents find 
weapons this way every day. Imagine how much 
longer those security lines would be if they had  
to examine every bag manually!

3 KEY STRATEGIES 
FOR EFFECTIVE 
VISITOR SCREENING

Consider these tools and 
techniques to help maintain 
the constant vigilance 
necessary to keep contraband 
drugs, phones and weapons 
out of your facility.

1
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Applying this same screening method in the 
corrections environment can speed up visitor 
screening as well as improve accuracy. Whereas 
a baggie of pills or a sharp object might be 
concealed from view in the lining of a purse, it’s 
much less likely to escape the X-ray.

For example, the HI-SCAN 6040i X-ray unit 
from Smiths Detection is designed specifically 
for screening personal belongings. It provides 
high-resolution images with a zoom option, plus 
material discrimination to help operators identify 
potential threats quickly.

Screen individuals with walk-through 
metal detectors

It’s no secret that people hide all kinds of things 
in all kinds of places in an effort to sneak them 
into correctional facilities.

After ongoing problems triggered a statewide 
contraband crackdown in 2019, Nebraska’s state 
corrections administrator lamented that a small 
number of determined smugglers – including 
individuals willing to hide drugs and weapons 
inside their bodies – are responsible for much of 
the contraband that slips through the cracks.

Walk-through metal detectors offer another tool 
to help close that gap. While a thorough manual 
search of each individual who enters the facility 
could take hours – straining an already-stretched 

workforce in most facilities – technology can be a 
force multiplier. A quick pass through the  
metal detector instantly reveals who might be 
hiding a weapon or a cellphone and should be 
further searched.

Corrections1 columnist Gary York recommends 
the following steps for effective screening with a 
metal detector:

 • Ensure all pockets are empty and caps, 
belts, shoes and hairpieces are off before a 
visitor enters the metal detector.

 • Ensure all items removed from visitors go 
through the metal detector, and then do a 
secondary physical check of items.

Some items that will set off the machine can’t 
be removed. With tracking software, your facility 
can identify and track individuals who have 
medical implants or unseen body piercings. 
This can speed up your screening process by 
automatically diverting those individuals to a 
wand or pat-down search.

Better yet, consider a multi-material detector like 
the eqo from Smiths Detection, which uses a 
flat-panel millimeter-wave technology to detect 
concealed contraband of any material type, 
including metals, ceramics, plastics and liquids. 
The system software indicates concealed object 
locations by displaying a marker on a silhouetted 
figure that represents the person being screened.

Use trace detection and 
chemical identifiers to investigate 
suspicious substances

Drug smuggling is a persistent problem for most 
jails and prisons. Screening for illicit substances 
can be done quickly and effectively with trace 
detection tools like the IONSCAN 600 from 
Smiths Detection.

Swipe packages, letters, bags and even hands 
with a disposable swab that is then inserted 
into the unit to scan for traces of prohibited 
substances, such as Suboxone or fentanyl, with 

Use X-ray technology to 
screen the belongings of 
every visitor to speed up 
the process and improve 
accuracy. Drugs or weapons 
that might be concealed 
from view in the lining of a 
bag can’t escape the X-ray. 
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https://go.lexipol.com/?target=lnk_q88bao6gJvQ5hwkA
https://www.corrections1.com/contraband/articles/neb-prisons-seek-crackdown-on-out-of-control-contraband-WTE7ypwSE9u293f3/
https://www.corrections1.com/products/facility-products/body-scanners/articles/how-to-prevent-drug-smuggling-visitors-3T9Fl50BsyEndSCH/
https://www.corrections1.com/products/facility-products/body-scanners/articles/how-to-prevent-drug-smuggling-visitors-3T9Fl50BsyEndSCH/
https://www.corrections1.com/products/facility-products/body-scanners/articles/3-ways-tracking-software-can-improve-your-facilitys-screening-process-2W0rfKOrQqSLJpsd/
https://go.lexipol.com/?target=lnk_v4rAURcZEyH4M41G
https://go.lexipol.com/?target=lnk_imb4wfqs3YdV15sc
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results in minutes. Again, this is similar to the 
secondary screening performed by airport agents 
looking for explosives.

This method can detect drug residue that no 
amount of hand-washing can erase, and it can 
alert officers that a potentially dangerous narcotic 
may be present but hidden, providing a layer 
of protection against accidental contact with 
potentially harmful materials.

When a suspicious substance is visible, like  
pills, use a chemical identifier like the Target-ID  
to identify exactly what substance you’re  
dealing with.

Training is key
No single screening approach is a magic bullet. 
Applying a layered approach with multiple 
screening methods allows fewer gaps for 
contraband to slip through, and your facility will 
need to develop a policy and procedure for how 
to use each tool. Be sure that your training covers 
all your screening tools and that your policy 
covers when to flag something/someone for 
secondary screening.

Screening technologies, including X-ray 
machines, metal detectors and chemical 
analyzers offer an opportunity to identify and 
seize contraband before it enters a facility. With a 
layered approach, correctional facilities can close 
the gaps in their screening efforts and reduce 
the risk of disruptive contraband making its way 
behind bars.

Technology can be a force 
multiplier. A quick pass 
through the metal detector 
instantly reveals who might 
be hiding a weapon or a 
cellphone and should be 
further searched.
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https://go.lexipol.com/?target=lnk_SVnhrcrp3e4kpsmE
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RESOURCES
Contraband on Corrections1 Body Scanners on Corrections1

Grant Assistance Smiths Detection on Corrections1

Smiths Detection Prison Security  
Screening Products

On-demand webinar: How to intercept 
narcotics in prisons and jails with detection 
and identification technology

https://www.corrections1.com/contraband/
https://www.corrections1.com/products/facility-products/body-scanners/
https://www.correctionsonegrants.com/grant-assistance/
https://go.lexipol.com/?target=lnk_MJ7DevMm7j3Kyb0v
https://go.lexipol.com/?target=lnk_SVnhrcrp3e4kpsmE
https://attendee.gotowebinar.com/recording/716562038049598210

